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Connection Set:c‘i"n_gs

Navicat assembles utilitarian tools to manage your databases. To start managing your
databases in Navicat, the first thing you require to do is to establish your Server connection.

Create Connection

Navicat provides three typical approaches to establish your connection, click ®or click #->
New Connection under the navigation pane or choose Connection -> New Connection
to start the setup.

e General Settings for MySQL
e General Settings for Oracle

e General Settings for PostgreSQL

o General Settings for SQLite
e SSH Settings (Available only for MySQL, Oracle and PostgreSQL Servers)
e HTTP Settings (Available only for MySQL, PostgreSQL and SQLite Servers)

Note: For MySQL or PostgreSQL server, a commonly-used protocol - Secure Sockets Layer
(SSL) is employed for managing the security of a message transmission on the Internet (see
SSL Settings for details).

Navicat provides evaluated MySQL and PostgreSQL accounts for testing purpose.
The remote MySQL server connection settings are:

e Host name/IP address: serverl.navicat.com
e Port: 4406

e User name: navicat

e Password: testnavicat

The remote PostgreSQL server connection settings are:

e Host name/IP address: serverl.navicat.com
e Port: 5432

e Initial Database: templatel

e User name: navicat

e Password: testnavicat

Note: Navicat authorizes you to make connection to remote server running on different
platform, i.e. Windows, Mac, Linux and UNIX.
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To create a new connection with the same properties

as one of the existing connection has

o Control-click the connection in the navigation pane and choose Duplicate
Connection.
e The newly created connection will be named as "connectionname_copy".

Remove Connection
To remove a connection

o Control-click the connection in the navigation pane and choose Delete Connection.
or

o Click #-> Delete Connection under the navigation pane.

e Confirm removing in the dialog window.

Open Connection
To open a connection
e Double-click the connection to open in the navigation pane.
Close Connection
To close a connection
o Control-click the connection in the navigation pane and choose Close Connection.
Edit Connection
To edit a connection information

e Close the connection if it is being opened.

e Control-click the connection and choose Connection Properties.
or

« Click ®-> Connection Properties under the navigation pane.

To change the name of a connection
e Control-click the connection in the navigation pane and choose Rename.

Open Connection Settings Save Path

Connection Settings
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To opén a connection s_ettings save path

e Select the connection in the navigation pane.
o Control-click the connection and choose Go to Settings Save Path to open the
settings save path folder.

Export Connection Settings
To export connection settings

o Control-click the connection in the navigation pane and choose Export Connections.
e Select the connections and the export file path.

Import Connection Settings
To import connection settings

o Control-click the connection in the navigation pane and choose Import Connections.
o Specify the connection settings file path.

Achieve Connection Information
To achieve a connection information

e Open the connection in the navigation pane.

e Control-click the opened connection and choose Connection Information.
or

« Click Bunder the navigation pane.

Connection Settings
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Gené;él Séttings for MySQL‘

The following instruction guides you through the process of creating a new connection. To
successfully establish a new connection to local/ remote MySQL Server - no matter via SSL,
SSH or HTTP, set the connection properties in the corresponding boxes: Connection name,
Host name, Port number, User name, and Password.

Connection Name
A friendly name to best describe your connection.

Host Name/ 1P Address
A host name where the database is situated or the IP address of the server.

Port
A TCP/IP port for connecting to the database server.

User Name
User name for connecting to the database server.

Password
Password for connecting to the server.

Setting Save Path

When a new connection being established, Navicat will create a subfolder, with name in line
with respective database, under the Setting Save Path. Most files are stored within this
subfolder:

Navicat Objects File Extensions

Query .sql
.gbs - stores the layout of tables in Query
Builder.

Query Builder

Import Wizard Profile .npi

Export Wizard Profile .npe

Backup .pmb

Backup Profile .npb

Connection Settings



Navicat™ *

Other. :fiies are located in the default folder,_é.g—.;/Library/AppIication Support/Navicat
Premium. You are allowed to change location under Preferences.

Other Files File Extensions

) ) vgroup.xml - stores how the objects are
Virtual Grouping .
categorized.

Hint: All your connection settings and other profiles are stored in Property List file.

Encoding
Choose a codepage to communicate with MySQL Server.

MEnable MySQL character set
This option should be enabled if employing MySQL 4.1 or above for optimized result.

Muse compression
This option allows you to use compression protocol. It is used if both client and server
support zlib compression, and the client requests compression.

MAuto connect
With this option on, Navicat automatically opens connection with the registered database at
application startup.

See also:
Advanced Settings

Related topics:
SSH, HTTP

Connection Settings
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General Sttings for Oracle

The following instruction guides you through the process of creating a new connection for
server. To successfully establish a new connection to local/remote Oracle Server - no matter
via SSH, set the connection properties in the corresponding boxes: Connection name, Host
name, Port number, User name, and Password.

Navicat supports 2 types of Oracle Server connection:

o Basic Connection

o TNS Connection

Related topics:
SSH

Connection Settings
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Basic Connection_GeneraI_Settings

Connection Name
A friendly name to best describe your connection.

Type
Connection type for connecting to the server: Basic or TNS.

Basic

In Basic mode, Navicat connects to Oracle through the Oracle Call Interface (OCl). OCI
is an application programming interface that allows an application developer to use a
third-generation language's native procedure or function calls to access the Oracle
database server and control all phases of SQL statement execution. OCI is a library of
standard database access and retrieval functions in the form of a dynamic-link library.

Host Name/ 1P Address
A host name where the database is situated or the IP address of the server.

Port
A TCP/IP port for connecting to the database server.

Service Name/SID
Set the Service Name/SID which the user connects when making connection. Select the
corresponding radio button.

Role
Indicate that the database user is connecting with either the Default, SYSOPER or SYSDBA
system privilege.

Mos Authentication
With this option on, Oracle Database uses Windows user login credentials to authenticate
database users.

User Name
User name for connecting to the database server.

Password
Password for connecting to the server.

Connection Settings
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Setting Save Path
When a new connection being established, Navicat will create a subfolder under the Setting

Save Path. Most files are stored within this subfolder:

Navicat Objects File Extensions
Query .sql
. .gbs - stores the layout of tables in Query
Query Builder )
Builder.
Import Wizard Profile .nopi
Export Wizard Profile .nope
Export Query Result
. .nopeq
Profile
Export View Result
. .nopev
Profile
Export Materialized View
) .nopem
Result Profile

Other files are located in the Navicat installation folder:

Other Files File Extensions

] ] vgroup.xml - stores how the objects are
Virtual Grouping

categorized.

Hint: All your connection settings and other profiles are stored in Property List file.

MAuto Connect
With this option on, Navicat automatically opens connection with the registered database at
application startup.

Related topics:
TNS, SSH

Connection Settings



Navicat™

TNS Connection General S_.eftings

Connection Name
A friendly name to best describe your connection.

Type
Connection type for connecting to the server: Basic or TNS.

TNS

In TNS mode, Navicat connects to Oracle server using an alias entry from a
tnsnames.ora file through the Oracle Call Interface (OCIl). OCI is an application
programming interface that allows an application developer to use a third-generation
language's native procedure or function calls to access the Oracle database server and
control all phases of SQL statement execution. OCI is a library of standard database
access and retrieval functions in the form of a dynamic-link library.

Net Service Name
The net service name.

Role
Indicate that the database user is connecting with either the Default, SYSOPER or SYSDBA
system privilege.

M 0Os Authentication
With this option on, Oracle Database uses Windows user login credentials to authenticate
database users.

User Name
User name for connecting to the database server.

Password
Password for connecting to the server.

Connection Settings
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Setting Save Path
When a new connection being established, Navicat will create a subfolder under the Setting
Save Path. Most files are stored within this subfolder:

Navicat Objects File Extensions
Query .sql
. .gbs - stores the layout of tables in Query
Query Builder .
Builder.
Import Wizard Profile .nopi
Export Wizard Profile .nope
Export Query Result
. .nopeq
Profile
Export View Result
.nopev

Profile

Export Materialized View
) .nopem
Result Profile

Other files are located in the Navicat installation folder:

Other Files File Extensions

] ] vgroup.xml - stores how the objects are
Virtual Grouping

categorized.

Hint: All your connection settings and other profiles are stored in Property List file.

MAuto Connect
With this option on, Navicat automatically opens connection with the registered database at
application startup.

Related topics:
Basic, SSH

Connection Settings
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General Settings for Postg_;reSQ
The following instruction guides you through the process of creating a new connection. To
successfully establish a new connection to local/remote PostgreSQL Server - no matter via

SSH, HTTP or SSL, set the connection properties in the corresponding boxes: Connection
name, Host name, Port number, Initial Database, User name, and Password.

Connection Name
A friendly name to best describe your connection.

Host Name/ 1P Address
A host name where the database is situated or the IP address of the server.

Port
A TCP/IP port for connecting to the database server.

Default database
Set the initial database to which the user connects when making connection.

User Name
User name for connecting to the database server.

Password
Password for connecting to the server.

Settings Save Path
When a new connection being established, Navicat will create a subfolder under the Settings
Save Path. Most files are stored within this subfolder:

Navicat Objects File Extensions

Query .sql
.gbs - stores the layout of tables in Query
Builder.

Import Wizard Profile .nppi

Query Builder

Export Wizard Profile .nppe

Backup .pmb
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Other files are located iﬁ the Navicat installation f-older:

Other Files File Extensions

] ] vgroup.xml - stores how the objects are
Virtual Grouping .
categorized.

Hint: All your connection settings and other profiles are stored in Property List file.

MAuto Connect
With this option on, Navicat automatically opens connection with the registered database at
application startup.

See also:
Advanced Settings

Related topics:
SSH, HTTP
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Gene;"al Settings for SQLite

The following instruction guides you through the process of creating a new connection. To
successfully establish a new connection to local/remote SQLite database - no matter via
HTTP, set the connection properties in the corresponding boxes: Connection name, Type and

Database Filename.

Connection Name
A friendly name to best describe your connection.

Type
Specify the type of database.

Existing database file
Connect an existing database in the Database Filename.

New SQLite 3
Create a new SQLite 3 database in the Database Filename.

New SQLite 2
Create a new SQLite 2 database in the Database Filename.

Database File
Specify the initial database file. If the HTTP Tunnel is enabled, you need to enter an absolute
file path of the database file in your webserver.

Settings Save Path
When a new connection being established, Navicat will create a subfolder under the Settings
Save Path. Most files are stored within this subfolder:

Navicat Objects File Extensions

Query .sql
.gbs - stores the layout of tables in Query
Builder.

Query Builder

Import Wizard Profile .nlpi

Export Wizard Profile .nlpe

Backup .pmb
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Othe files ae located in :ch-e =d;“ault flder, e.g. —;/Library/AppIicaion Suprt/Navicat
Premium. You are allowed to change location under Preferences.

Other Files File Extensions

] ] vgroup.xml - stores how the objects are
Virtual Grouping .
categorized.

Hint: All your connection settings and other profiles are stored in Property List file.

MAuto connect
With this option on, Navicat automatically opens connection with the registered database at
application startup.

See also:
Advanced Settings

Related topics:
HTTP

Connection Settings
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SSH Settings

Secure SHell (SSH) is a program to log in into another computer over a network, execute
commands on a remote server, and move files from one machine to another. It provides
strong authentication and secure encrypted communications between two hosts, known as
SSH Port Forwarding (Tunneling), over an insecure network. Typically, it is employed as
an encrypted version of Telnet.

In a Telnet session, all communications, including username and password, are transmitted
in plain-text, allowing anyone to listen-in on your session and steal passwords and other
information. Such sessions are also susceptible to session hijacking, where a malicious user
takes over your session once you have authenticated. SSH serves to prevent such
vulnerabilities and allows you to access a remote server's shell without compromising
security.

¢ Benefit of SSH Tunneling.

To ensure that the incoming connection request is from you, SSH can use a password, or
public/private key pair (also called public key) authentication mechanism.

o Password Authentication.

e Public Key Authentication.

Note: Please make sure that the parameter - "AllowTcpForwarding" in the Linux Server must
be set to value "yes", otherwise, the SSH port forwarding will be disabled. To look for the
path: /etc/ssh/sshd_config .By default, the SSH port forwarding should be enabled. Please
double check the value settings.

** Even the server support SSH tunnel, however, if the port forwarding being disabled,
Navicat cannot connect via SSH Port 22.

Connection Settings
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Benefit of SSH Tu_nheling _

SSH has a wonderful feature called SSH Port Forwarding, sometimes called SSH Tunneling,
which allows you to establish a secure SSH session and then tunnel arbitrary TCP
connections through it. Tunnels can be created at any time, with almost no effort and no
programming, which makes them very appealing. SSH Port Forwarding can be used for
secure communications in a myriad of different ways.

Many Hosting Companies that provide server hosting will block access to the Server from

outside the hosting company's network, and only grant access to users connecting from
localhost.

There are several benefits to using SSH:

o Connection to a server from behind a firewall when the server port is blocked.

e Automatic authentication of users, no passwords sent in plain text to prevent the
stealing of passwords.

o Multiple strong authentication methods that prevent such security threats as spoofing
identity.

e Encryption and compression of data for security and speed.

e Secure file transfer.

Related topics:
Password Authentication, Public Key Authentication

Connection Settings
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Password Authentication

Using this mode, SSH is almost identical to the program telnet. When you make a connection,
you are asked for your password. You type it in and you are either logged in or denied. Your
password is first encrypted and then sent over the network and then decrypted at the remote
host. This is the mode that most users will be encouraged to use, as it requires no additional
setup or configuration.

The following instruction guides you through the process of configuring a SSH connection
using Password Authentication. To successfully establish a SSH connection, set the SSH
connection properties in the corresponding boxes: Host name/IP address, Port number, User
name, Authentication Method and Password.

1. Click ®or click #-> New Connection under the navigation pane or choose
Connection -> New Connection to set up the Connection Properties.

2. Select the SSH tab and enable Use SSH tunnel.

3. Fill in the required information:

Host Name/IP Address
A host where SSH server is activated.

Port
A port where SSH server is activated, by default it is 22.

User Name
A user on Linux machine. (It is a Linux user. It is not a user of Database Server.)

Authentication Method
Choose between Password Authentication and Public Key Authentication

Password
It is a Linux user password.

Connection Settings
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Host Name/IP Address: SSH_server_IP_Add ress|

Port: _22

User Mame: 55H_login_name

Authentication Method: [ Password H

Password: sssssssss ESave password

4. Navicat host name at the General Settings page (MySQL, Oracle or PostgreSQL)
should be set relatively to the SSH server which provided by your database hosting

company.

See also:
Advanced Settings

Related topics:
Public Key Authentication

Connection Settings
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Public Key Authentication

Public-key Authentication is based on the use of digital signatures and provides the best
authentication security.

For Public Key Authentication to work four things are needed:

¢ the remote server(s) you are connecting must have your public key.

¢ the local client you are connecting from must have your private key.

¢ the remote server must be configured to allow you to login using your public key.

¢ the local client must be configured to use your private key while logging into remote

server.

The following instruction guides you through the process of configuring a SSH connection
using Public Key Authentication. To successfully establish a SSH connection , set the SSH
connection properties in the corresponding boxes: Host name/IP address, Port number, User
name, Authentication Method, Private Key and Passphrase.

1. Click ®¥or click #-> New Connection under the navigation pane or choose
Connection -> New Connection to set up the Connection Properties.

2. Select the SSH tab and enable Use SSH tunnel.

3. Fill in the required information:

Host name/IP Address
A host where SSH server is activated.

Port
A port where SSH server is activated, by default it is 22.

User Name
A user on Linux machine. (It is a Linux user. It is not a user of Database Server.)

Authentication Method
Choose between Password Authentication and Public Key Authentication

Private Key
It is used together with your public key. The private key should be readable only by
you.

Connection Settings



A passphrase is exactly like a password, except that it applies to the keys you are
generating and not an account. The passphrase be any length under 1024 characters.

E Use 55H tunnel

Host Name/IP Address:

Port:

User Name

Authentication Method

4. Navicat host name at the General Settings page (MySQL, Oracle or PostgreSQL)
should be set relatively to the SSH server which provided by your database hosting

company.

See also:
Advanced Settings

Related topics:
Password Authentication

Connection Settings

Private Key:

Passphrase:

S55H_server_IP_Addre 55|

22

: 55H_login_name

: [ Public Key H-]

\Usersymayho\Desktop\ssh\p rivate_l]_|

SEsEEREREEE | ESEVE PBSSFI'"BSE
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HTTP- Settings (Avéilable _onmly for M§/S

HTTP Tunneling is a method for connecting to a MySQL/PostgreSQL/SQLite server that uses
the same protocol (http://) and the same port (port 80) as a webserver does. It is used while
your ISPs do not allow direct connections to their MySQL/PostgreSQL/SQLite server, but
allows establishing HTTP connections.

Steps of setting up HTTP Connection for MySQL/PostgreSQL/SQLite Server:

1. Uploading the Tunneling Script.
2. Setting up HTTP Tunnel.

Note: HTTP Tunnel and SSH Tunnel cannot function simultaneously. The SSH Tunnel is
disabled when you select the HTTP Tunnel and vice versa.

See also:
Advanced Settings

Related topics:
General Settings for MySQOL
General Settings for PostgreSQL

General Settings for SOQLite

Connection Settings
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Upldgding'the Tunl_’leling éc?ipt

To use this connection method, first thing you need to do is to upload the tunneling script -
ntunnel_mysqgl.php, ntunnel_pgsqgl.php or ntunnel_sqglite.php to the webserver
where MySQL or PostgreSQL Server is located.

Note: ntunnel_mysql.php, ntunnel__pgsqgl.php or ntunnel_sqglite.php is available in
the Navicat installation package.

The following instruction guides you through the process of uploading ntunnel_mysql.php to
your webserver. In this tutorial, you require a FTP client - FileZilla to make connection to
your webserver. You can use any FTP client you are familiar with.

1. Startup FileZilla and enter the connection information in the Quick Connect Bar.

Host
A fully qualified Internet host name or an IP address.

Username
Enter the Username you want to use for this connection.

Password

Enter the Password you want to use for the Username you entered.

Port
Enter the Port of the server.

FileZilla

Host: KHHARDWARE.C( Username: premiumsoft | Password: ssssess Port: Mﬂ

Local site: / @ Remote site: z
LAy I
 Filename Filesize Filetype Last modifie | Filename Filesize  Filetype Last modified Perm
sqlnet.log 8,880 log-file 03}’18.’2‘@
mach_kernel 18,672,224 File 0B/0L/2(5
€ B V4lr @& <Not connected to any server> Tl
5 files and 22 directories. Total size: 18,758,932 bytes Empty directory.

Server/Local file Direction  Remote file Size | Priority | Status

Queued files | Failed transfers Successful transfers

Queue: empty LR 7

Connection Settings
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2. Click Quickconnegi button to connect the webserver.

Host: KHHARDWARE.C{ Username: premiumsoft | Password: }r"-u" | Port: |

Command: MLSD

Response: 150 Accepted data connection
Response: 226-ASCI

Response: 226-Options: -a -1

Response: 226 72 martches total

Status: Directory listing successful
it | | ite:

Local site: i‘f I@! Remote site: lf

>y | L
Fil | Filesize | Filetype | Last madifie | Fil | Filesize | Filetype |Last modified | Perm
|| sqlnet.log 8,880 log-file 03/18/21m | W .. Tn
|| mach_kernel 18,672,224 File us;uuz;,’ . Busine... Directory 01/18/2006.. 074
[ " R e | Jalvl
5 files and 22 directories. Total size: 18,758,932 bytes | 50 files and 20 directories. Total size: 20,851,611 bytes
| Server/Local file | Direction R file | Size Priority | Status | |
| Queued files | Failed transfers | Successful transfers |

|£| Queue: empty @9

3. To upload the tunneling script:

1. Browse the ntunnel_mysqgl.php on the source system.

2. Open the directory to which you want to transfer files on the destination
system.

3. Transfer the files by control-click the files and choose Upload.

Host: KHHARDWARE.C{ Username: premiumsoft Password: i---"" | Port: |

Response: 227 Entering Passive Mode (68,178,211,6,102,68)
Command: STOR ntunnel_mysgl.php

Response: 150 Accepted data connection
Response: 226-File successfully transferred '
Response: 226 0.414 seconds (measured here}, 15.94 Kbytes per second i)
Status: File transfer successful x|
Local site: Esters/mayho,’Desktop,f |@ Remote site: |f |@

———TTasT =

o filezilla 0; WY
W .ssh '-:i

¥ i Desktop :;|
il | Filesize  Filetype | Last n il | Filasize | Filetype | Last modified | PEI"_I'HI
|| ntupnal mucal nhn 707 php-file || missin... 1,683 HyperText 01/04/2006.. 07%
] dfgm ASCIl Text || ntnn... 6,997 php-file v
-’_E 4" Add files to queue r S EEIES
Selecte || 50 files and 20 directories. Total size: 20,-5:5'1,845 bytes

Open
| Server, Edit n R file | Size | Priority | Status | |

Create directory

Delete
| . Rename
-| Queu | Successful transfers (3) |

II_| Queue: empty e
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See also:
Advanced Settings
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Settiliig up' HTTP Tunnel

The following instruction guides you through the process of configuring a HTTP connection.

1. Click ®¥or click #-> New Connection under the navigation pane or choose
Connection -> New Connection to set up the Connection Properties.

2. Select the HTTP tab and enable Use HTTP tunnel.
3. Enter URL of the tunneling script, e.g. http://www.navicat.com/ntunnel_mysql.php .

4. If the ntunnel_mysql.php, ntunnel_pgsgl.php or ntunnel_sqlite.php is hosted
in a password protected server, you can provide the required authentication details.

5. Navicat host name at the General Settings page (MySQL, PostgreSQL or SQLite)

should be set relatively to the HTTP server which provided by your database hosting
company.

See also:
Advanced Settings

Connection Settings
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SSL Settings (Available or_1l3;-for MyéQ

Secure Sockets Layer(SSL) is a protocol for transmitting private documents via the Internet.
To get a secure connection to work with MySQL/PostgreSQL Server, the first thing you need
to do is to install OpenSSL Library and download MySQL /PostgreSQL Database Source.

Steps of setting up SSL Connection for MySQL /PostgreSQL Server and Navicat:

1. Installation of OpenSSL and MySOQL/PostgreSQL.
2. Setting up SSL Certificate for MySQL/PostgreSOL.
3. Setting up Client Certificate for Navicat.

Note: Support from PostgreSQL 8.4 or later.

See also:
Advanced Settings

Related topics:
General Settings for MySOQL, General Settings for PostgreSQL, SSH

Connection Settings
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Insta_llation of Ope_nSSL and MySQL)
Installing OpenSSL

Download OpenSSL - http://www.openssl.org

Linux command : [zcat 0.96l.tar.gz | tar xvf -]
Linux command : [./config]
Linux command : [make]

o wnPRE

Linux command : [make install]
Installing MySQL

Download MySQL - http://www.mysqgl.com
Linux command : [./configure --with -vio --with -openssl]

Linux command : [make]

W NP

Linux command : [make install]

Note: Please ensure if MySQL Server supports OpenSSL using query statement:
[SHOW VARIABLES LIKE 'have_openssl';] - Returns value = YES

Installing PostgreSQL

1. Download PostgreSQL - http://www.postgresgl.org
2. Linux command : [./configure --with-openssl]
3. Linux command : [gmake]
4. Linux command : [gmake install]
Note: Please ensure if PostgreSQL Server supports OpenSSL using query statement:
[SHOW ssl;] - Returns value = ON
See also:

Step 2: Setting up SSL Certificate for MySQL/PostgreSQL

Connection Settings
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Setting up SSL Certificate for MySQL/PostgreSQL

To create server/client side Certificate, login to the Linux Server as root and employ the Shell

Command below:

MySQL

1. DIR="pwd  /openssl

2. PRIV=$DIR/private

3. mkdir $DIR $PRIV $DIR/newcerts

4. cp /usr/share/ssl/openssl.cnf $DIR

5. replace ./demoCA $DIR -- $DIR/openssl.cnf

6. Generation of Certificate Authority(CA)
/usr/local/ssl/bin/openssl req -new -x509 -keyout $PRIV/cakey.pem -out
$DIR/cacert.pem -config $DIR/openssl.cnf

Note: If "PEM" is required, please enter different "PEM pass" via steps below.

7. Create server request and key
/usr/local/ssl/bin/openssl req -new -keyout $DIR/server-key.pem -out
$DIR/server-req.pem -days 3600 -config $DIR/openssl.cnf

8. Remove the passphrase from the key (optional)
/usr/local/ssl/bin/openssl rsa -in $DIR/server-key.pem -out
$DIR/server-key.pem

9. Sign server cert

/usr/local/ssl/bin/openssl ca -policy policy_anything -out
$DIR/server-cert.pem -config $DIR/openssl.cnf -infiles $DIR/server-req.pem

10.Create client request and key

/usr/local/ssl/bin/openssl req -new -keyout $DIR/client-key.pem -out
$DIR/client-req.pem -days 3600 -config $DIR/openssl.cnf

Connection Settings
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11.Remove a passphrase -fr-(_)_m_ the key (B-ptionual)

/usr/local/ssl/bin/openssl rsa -in $DIR/client-key.pem -out
$DIR/client-key.pem

12.Sign client cert

/usr/local/ssl/bin/openssl ca -policy policy anything -out $DIR/client-cert.pem
-config $DIR/openssl.cnf -infiles $DIR/client-req.pem

13.Create a my.cnf file for testing the Certificates. Store it either in /etc or MySQL data
directory (typically /usr/local/var for source installation)

my.cnf example content:

[client]
ssl-ca=$DIR/cacert.pem
ssl-cert=$DIR/client-cert.pem
ssl-key=$DIR/client-key.pem
[mysqld]
ssl-ca=$DIR/cacert.pem
ssl-cert=$DIR/server-cert.pem
ssl-key=$DIR/server-key.pem

14.To start MySQL daemon:
/usr/local/libexec/mysqgld -u mysqgl &
or

/usr/local/sbin/mysqgld -u &

Connection Settings
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1. To create a quick self-signed certificate for the server, use the following OpenSSL
command:

openssl req -new -text -out server.regqm

2. Fill out the information that openssl asks for. Make sure you enter the local host name
as "Common Name"; the challenge password can be left blank. The program will
generate a key that is passphrase protected; it will not accept a passphrase that is less
than four characters long. To remove the passphrase (as you must if you want
automatic start-up of the server), run the commands:

openssl rsa -in privkey.pem -out server.key
rm privkey.pem

3. Enter the old passphrase to unlock the existing key. Now do:

openssl req -x509 -in server.req -text -key server.key -out server.crt

4. to turn the certificate into a self-signed certificate and to copy the key and certificate
to where the server will look for them. Finally do:

chmod og-rwx server.key

See also:
Step 3: Setting up Client Certificate for Navicat
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Setting up Client Certificate for Navicat

The following instruction guides you through the process of configuring a connection
between Navicat and MySQL/PostgreSQL Server using SSL. To successfully establish a SSL
connection, please complete Step 1: Installation of OpenSSL and MySQL/PostgreSQL and
Step 2: Setting up SSL Certificate for MySQL/PostgreSQL.

MySQL

1. Click ®or click #-> New Connection under the navigation pane or choose
Connection -> New Connection to set up the Connection Properties.

2. Select the SSL tab and enable Use SSL.

3. To provide authentication details, fill in the required information:

Client Key File, Client Certificate File and CA Certificate File are usually stored in
your Server - /usr/local/openssl. Please copy them from the remote server to local
computer. Specified Cipher (optional) is only required while ssl_type field has been
set to "SPECIFIED" - [ssl_type can be found in a system database called "mysql" ->
table called "user"]. Example of Specified Cipher is "EDH-RSA-DES-CBC3-SHA" which
can be filled in either through the Connection Properties shown above or the "mysql"
database -> "user" table -> "ssl_cipher" blob field shown below.

Note: You are allowed to store your Specified Cipher into a text file in order to load
into the "ssl_cipher” blob field.
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|Create_tablespace ssl_type s|_ciphel %509 _issuer %509_subject |max_guestions
¥ (BLOE] [BLOE] [BLOE] o
[ELOE] [ELOE] 0
[BLOE] [BLOE] 0

C =
@ Size: 0 Bytes
I'

select * from “mysgl . user” limit 0,1000 e = _L .-ﬂ- =

Connection Settings



X

Navicat

PostgreSQL

1. Click ®or click #-> New Connection under the navigation pane or choose
Connection -> New Connection to set up the Connection Properties.

2. Select the SSL tab and enable Use SSL.

3. Select the SSL Mode.
allow - first try a non-SSL connection; if that fails, try an SSL connection.
prefer - first try an SSL connection; if that fails, try a non-SSL connection.
require - only try an SSL connection.
verify-ca - only try an SSL connection, and verify that the server certificate is issued
by a trusted CA.
verify-full - only try an SSL connection, verify that the server certificate is issued by
a trusted CA and that the server hostname matches that in the certificate.

4. To provide authentication details, enable Use authentication and fill in the required
information:

Client Certificate File, Client Key File and Root Certificate File are usually stored
in your Server - /usr/local/openssl. Please copy them from the remote server to local
computer.

Certificate Revocation List File specifies the file path of the SSL certificate
revocation list (CRL).

For PostgreSQL server, OpenSSL supports a wide range of ciphers and authentication
algorithms, of varying strength. While a list of ciphers can be specified in the OpenSSL
configuration file, you can specify ciphers specifically for use by the database server
by modifying ssl_ciphers in postgresqgl.conf.

See also:
Advanced Settings
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Advanced Settlngs (Avallable only for My MySQL PostgreSQL and SQthe
Servers)

Customize connection options according to your needs. The detailed description is given

below:
MySQL and PostgreSQL

EUse socket file for localhost connection
With this option on, Navicat uses socket file for localhost connection.

EKeepaIive Interval (sec)
This option allows you to keep the connection with the server alive by pinging it. You
can set the period between pings in the edit field.

SQLite

EEncrypted
Enable this option and provide Password when connecting to an encrypted SQLite

database.

Attached Databases
To attach or detach databases in the connection.
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Setting Advanced DatabaéemProperti“e
PostgreSQL Servers)

Set the advanced database properties, which are not obligatory. To start working with
advanced database settings, check the Use Advanced Connections. The detailed
description is given below:

Show Selected Databases
To show the selected databases in the navigation pane

e Click the preferable databases in the Databases list box, the check box will show as

™
Add Hidden Database
To add a hidden database

e Click Add DB to List button.

e Enter the database name.

o Select the newly added database in the Databases list box.

e Enter User Name and Password which provide by your ISP.

Remove Database
To remove a database

e Select the database to remove in the Databases list box.
e Click Remove DB from List button.

Note: The database will be just removed from the Databases list box, it will still exist in the
Server.

See also:
Advanced Settings

Related topic:
Connection Settings
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