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1. EEEERE
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Navicat fyZz$Esz e -

2. ®%E HTTP #@E
TYHETRG [SRERILE HTTP R -
el Dekgctt o> b RLEERE Y -
il LR HTTP RIS /M HTTP B -
i, ACEERHATEE - F4 - http://www.navicat.com/ntunnel_mysql.php -

iv.  AERIRAVAR S ER AL T ModSecurity » {RRILAZ2E ] base64 ISR HHE N ik
7 -

V. ARIEERAAEAE DS IRV IR S d R B i A AR 55 SRk U 1R AR o (K]
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F5aatHNS o
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SSL %E (H[RT MySQL & PostgreSQL)

Secure Sockets Layer(SSL) & iBif bR IEAE ERAASCERITTIE » T 44 1ERE] MySQL =
PostgreSQL fkZ588 » EARIRTEZEMEZ S OpenSSL FEFITEL MySQL 5 PostgreSQL %#z/%E
TR

67 MySQL =% PostgreSQL J Navicat 1y SSL #E#Ha5

1. 2735 OpenSSL & MySQL = PostgreSQL -
2. %® MySQL =¢ PostgreSQL fJ SSL 4 -
3. &E Navicat (Y& i f -

/£ ¢ PostgreSQL 8.4 =L ERRASIFY -
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273 OpenSSL }; MySQL = PostgreSQL

Z3: OpenSSL

%k OpenSSL - http://www.openssl.org
Linux 54 : [zcat 0.96l.tar.gz | tar xvf -]

Linux @34 : [./config]
Linux = @ [make]

A
25
4 [make install]

ok W

i)
Linux 3

23 MySQL

&, MySQL - http://www.mysqgl.com
Linux @34 : [./configure --with -vio --with -openssl]

Linux @34 : [make]

B W=

Linux @34 : [make install]

FE IEMLRE MySQL RS e RF OpenSSL HifH & 1H154] : [SHOW VARIABLES LIKE
'have_openssl';] - K[HA{E = YES

Z3: PostgreSQL

T~k PostgreSQL - http://www.postgresgl.org
Linux @34 : [./configure --with-openssl]

Linux @34 : [gmake]

s W=

Linux @54 : [gmake install]

FE gLk PostgreSQL AkSSEs 7 FF OpenSSL (& AR « [SHOW ssl;] - X[al{H =
ON
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'E MySQL = PostgreSQL 1y SSL ifH

FOIEAR S el & Pl 5 > B root 5% Linux HgZ5esiH(HER] Shell ap5anT :
MySQL

1. DIR="pwd" /openssl

2. PRIV=$DIR/private

3. mkdir $DIR $PRIV $DIR/newcerts

4. cp /usr/share/ssl/openssl.cnf $DIR

5. replace ./demoCA $DIR -- $DIR/openssl.cnf

6. ZEjk Certificate Authority (CA)

/usr/local/ssl/bin/openssl req -new -x509 -keyout $PRIV/cakey.pem -out
$DIR/cacert.pem -config $DIR/openssl.cnf

JEE AR TPEM ) BREENY - 1EEH LI TS B A5 T PEM pass | -
7. GRS EsHIE KA

/usr/local/ssl/bin/openssl req -new -keyout $DIR/server-key.pem -out
$DIR/server-req.pem -days 3600 -config $DIR/openssl.cnf

8. MEHBEREGFIE (TR )
/usr/local/ssl/bin/openssl rsa -in $DIR/server-key.pem -out $DIR/server-key.pem
9. BEMNSeEIEH

/usr/local/ssl/bin/openssl ca -policy policy_anything -out $DIR/server-cert.pem
-config $DIR/openssl.cnf -infiles $DIR/server-req.pem

10. QI - Im Y E KA

/usr/local/ssl/bin/openssl| req -new -keyout $DIR/client-key.pem -out
$DIR/client-req.pem -days 3600 -config $DIR/openssl.cnf
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11 MNEAS R ERIE (FRATHY)
/usr/local/ssl/bin/openssl rsa -in $DIR/client-key.pem -out $DIR/client-key.pem
12. 5B E ik

/usr/local/ssl/bin/openssl| ca -policy policy_anything -out $DIR/client-cert.pem
-config $DIR/openssl.cnf -infiles $DIR/client-req.pem

13.61F—1 my.cnf SZESRINGET o frfFET /etc B¢ MySQL #fiz H 5% (CEE AR50
Jusr/local/var)

my.cnf SEfilEE

[client]
ssl-ca=$DIR/cacert.pem
ssl-cert=$DIR/client-cert.pem
ssl-key=$DIR/client-key.pem
[mysqld]
ssl-ca=$DIR/cacert.pem
ssl-cert=$DIR/server-cert.pem
ssl-key=$DIR/server-key.pem

145774 MySQL R :
/usr/local/libexec/mysqgld -u mysqgl &
or

/usr/local/sbin/mysqgld -u &
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PostgreSQl |
1. ZAlE— M RSHROTEESEIED > (AL TR OpenSSL &4 :
openssl req -new -text -out server.regm
2. 5 openssl ZLRHYER. « B INMRE ARANLENAY) " Common Name ;5 ZDRAVERS AT
DIREZE - MpraE M —DMEERPNEN B2 — DT 4 DFERRENEDEIE - 2
PrREigRE (R SRR B BNk SS e ) » BiTan<

openssl rsa -in privkey.pem -out server.key
rm privkey.pem

3. W AIHERS R IE R AT E o AR -
openssl req -x509 -in server.req -text -key server.key -out server.crt
4. FAEHZN B EZBAEBFE I H RO -HEAR S s R E AR EHAMA] - S/E

chmod og-rwx server.key
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Navicat

H'E Navicat BEFIEIEH

YRS [SIRsERECE Navicat fI MySQL =i PostgreSQL 525 Z [FIfEH SSL AR -
TR G — > SSL &R - 1FEHEN R 1 KPR 2 N AET B EREEN: -

MySQL

1. i RS -> L¥rRER RXEEREN -
2. P SSL #Ii-RiFEH fEM SSL -
3. fRftaGirddE - HERMEIEE

K PES - FPUWIET K& CA B B RFIEIRIVERS 8 - /usr/local/openss| - i Mz
25 2R EHIMATEIAN T EN - FEEBERR (JELI ) HEZEL ssl_type f{rikEY
"SPECIFIED | - [ ssl_type "JDIfE44 " mysql , Y AGEHEZEFHEF] -> "user; % ] -
SE R R AT TEDH-RSA-DES-CBC3-SHA | » R[DUASTE b A B g el T
ERY "Tmysql | ¥dEE -> Tuser ; % -> Tssl_cipher blob £ -

CER RT] AR IREVIE E R R RAE— SRS LUEEAFE] " ssl_cipher  blob f£fir -

1)
Cisams EsHAs | HEEAS

Xt WmE ZE HEHO

& el (= | -

MisEE | wesE | &t

Al

M 4+ r o= XD

Trigger_priv Create_tablespace priv  ssl_type sl cipher  x509_issuer x509_subject max_guestion 2
Iy Y SPECIFIED  [{:{e]:)] (BLOB) (BLOEB)

¥ A (BLOB) (BLOB) (BLOB)

¥ N (BLOB) (BLOB) (BLOB)

¥ N (BLOB) (BLOB) (BLOB)

M

» 9K

| SELECT * FROM "“user ™ LIMIT 0, 1000

[Z1sER#4m T 1T

i
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- ™ Q
Navicat
PostgreSQL | |
1. feh et -> bgrmms ks R -

2. #e$F SSL HEIIRIFEM {8/ SSL -
3. #ift SSL K -

require - Hz=if—4~ SSL i -

verify-ca - HZxi{—{~ SSL ##  HWIERSIEB2HEZEEN CA &7 -
verify-full - HZxi{—{~ SSL %8 WiFRSHIETEHZEEN CA EiTRREFS# T4
FRFEIEBAR -

. FRSIEEEE - B ERRIE FHESHRHENEE

FEFmEe - FPWIET & CA IR 8% R{IFIEIRIIAR 525 - /usr/local/openssl| - 15 MLtz
k%523 & HIt A TR AN LT EAL -

WEBEE51E 450 SSL iFBiErNY1%E (certificate revocation list - CRL) By ERE -
Y+ PostgreSQL fkZ5#% - OpenSSL SISk 2 RN [EIR LN SCRISIEEDE « BELFIFR]
LIfE OpenSSL B fHfasE » fRA] LA EEk postgresgl.conf 11y ssl_ciphers f5E%
PR RS -
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/
HHRE
TRIEIRAY R 22 E E SOEREIATN « R4/ 4EA0T ¢
WERFRRE
4 — T ERE Navicat fFOlE— T ITER EURIPRS RN RSB HMRIFE L T30
Navicat yf§ & e it g
i el .sql
MySQL .npeq
. . Oracle .nopeq
S AL R E S
PostgreSQL .nppeq
SQLite .nlpeq
MySQL .npev
. . Oracle .nopev
S 5 AR S
PostgreSQL .nppev
SQLite .nlpev
MySQL - PostgreSQL
& ySQL~ PostareSQL % v (Lpsc) -~ se2fsis (.psb)
SQLite
MySQL .npb
i E PostgreSQL .nppb
SQLite .nlpb
MySQL .npi
. Oracle .nopi
SARSEE :
PostgreSQL .Nppl
SQLite .nlpi
MySQL .npe
. Oracle .nope
SRS IR E
PostgreSQL .nppe
SQLite .nlpe
SHERMEEESS Oracle .nopem
ER &F0fF: 2 H .ned
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HASL 9T profiles H3t o ZEIREREE > EHTHE -> &I -> Hith -> WESFORFERE -

HAth i B i en it ==
MySQL .npt
Oracle .nopt
RS PostgreSQL .nppt
SQLite .nlpt
Premium (FEAR%5E8) .napt
MySQL .npd
s Oracle .nopd
HEES
PostgreSQL .nppd
SQLite .nlpd
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